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E-SAFETY POLICY 

 
‘Building a lifelong love of learning in a safe and happy school’ 

 
 
Introduction 
 
The internet is an extremely rich resource and communication tool both for 
learning and for recreation.  Children need to develop the appropriate skills 
and understanding that will enable them to use these tools and resources well 
and safely, as well as the ability to analyse and evaluate the resources they 
find. 
 
Staff and Governors need to access the internet and the school network to 
find and share educational resources and information, for research and to 
further their professional development.   
 
The school will provide a reliable, secure and safe filtered broadband internet 
connection (through E2BN) for use within school.   
 
Staff, Governors and Pupils have a responsibility to ensure that they use the 
internet appropriately and in accordance with the guidelines outlined in this 
policy. 
 
Pupils’ access to the Internet 
 

 To help to prevent children from accidentally accessing unsuitable 
material, the school’s internet access is through a recognised educational 
service provider offering a filtered service.   

 

 Use of the internet in school by pupils, will only be permitted whilst they 
are supervised by an adult.  

  

 We wish to foster a responsible attitude in our pupils towards the Internet 
in partnership with parents. Pupils will be asked to share the ‘Think Before 
You Click’ e-safety agreement (appendix 1) with their parents and will not 
be allowed access to the internet until parental consent has been given in 
writing.  

 

 Pupils will be educated in the effective use of the internet. 
 

 Pupils will be taught about safe and considerate internet use, including the 
importance of safeguarding their personal details when using email and 
the internet.   
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 Pupils will be taught to tell a trusted adult if they come across anything on 
the internet that makes them feel uncomfortable or unsafe. 

 

 Pupils and parents will be informed of the consequences for pupils 
misusing the internet. 

 

 Any complaints of misuse will be referred to the ICT Manager or a 
member of the Leadership Team. 

 

 Complaints of a child protection nature must be dealt with in accordance 
with school child protection procedures. 

 
Staff and Governors’ access to the internet 
 

 All adults in school have the responsibility of ensuring that the Internet is 
used safely and correctly and in accordance with this policy.  

 

 There is an expectation that staff and governors will use the school 
internet connection and the school network only for their professional work 
relating to the school. 

 

 All Staff and Governors must read and sign the Staff and Governors e-
safety agreement (appendix 2) before using ICT and internet facilities in 
school. 

 

 All Staff and Governors must agree to comply with the MK Policy on 
Social Networking Sites and Personal Internet Presence. 

 

 Any complaint about staff misuse of the internet must be referred to the 
head teacher or a member of the Leadership Team. 

 

 Complaints of a child protection nature must be dealt with in accordance 
with school child protection procedures. 

 

 Staff should not store or download personal photos onto any device.  
Photos taken on school equipment are the property of Loughton Manor 
First School and photos of pupils should only be taken using school 
equipment. 

 
Website Guidelines 
 
A website can celebrate good work, promote the school, publish resources for 
projects and link to other good sites of interest. 
 
At Loughton Manor we maintain our own web site.  Pupils whose work 
appears on the school website will be identified only by their first names.  If a 
photograph is used, we will not name the pupil(s) and we will only use images 
of children whose parents have given written consent. 
Should any parent or guardian particularly wish their child’s name, photograph 
or work not to appear on the school’s website, their wishes will be respected. 



 3                                     Reviewed by Subject Manager – October 2020 
                                                                                                                        Agreed by Staff – October 2019 
                                                                                                                                                                                                         Adopted by Governing Body –  
  To be Reviewed – Annually – Autumn Term              
  

 

 
Home information and e-mail identities will not be included – only the point of 
contact to the school i.e. phone number, school address and e-mail to head 
teacher.  
 
Home Learning Online 
 
The school subscribes to two online home learning resources: Espresso and 
Purple Mash.  Parents and pupils are notified annually of their passwords and 
usernames and reminded of the importance of not sharing these details. 
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E-Safety Policy     Appendix 1                                                                             Acceptable use agreement – Children 

  
 
 
 

‘Think before you click’ 

 
 

S 
T 
A 
Y 
 

S 
A 
F 
E 

 

 
 

 
I will ask permission before using 
the internet and will only use the 
internet and email with an adult. 
 
I will not give out my name, phone 
number or home address. 
 

 
I will only click on icons and links 
when I know they are safe. 
 
I will not bring discs or memory 
sticks from home to use in school. 
 

 
I will be responsible for my 
behaviour when using ICT and will 
always be polite and sensible in my 
contact with others. 
 

 
If I see something on a screen that I 
don’t like or makes me feel 
uncomfortable, I will always tell an 
adult. 
 
I know that these rules are to keep 
me safe. 

https://www.google.co.uk/url?q=http://www.heckmondwikeprimary.co.uk/general-information/pupils/e-safety&sa=U&ved=0ahUKEwj3jPGe3MDPAhVICcAKHaMlDiQQwW4IJTAI&usg=AFQjCNGoZnNjayfjF_IHxevN1m8nVY5QoQ
https://www.google.co.uk/url?q=http://13hwithey.blogspot.com/2015/09/computer-science-questions.html&sa=U&ved=0ahUKEwjR1cbI3MDPAhXKBsAKHUAJBIsQwW4IIzAG&usg=AFQjCNFBmGI3wzxf2--frsJtaRJYXaFOPQ
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E-safety policy Appendix 2   Acceptable Use Agreement – Staff and Governors 

 

 
‘Building a lifelong love of learning in a safe and happy school’ 

 
 

Staff and Governors acceptable use agreement (E-Safety) 
 

Rights Responsibilities 
How does the school 

protect me? 

How does the Local 
Authority and E2bn protect 

me? 

Actions I should take should I 
suspect something is wrong 

I have the right 
to a reliable, 
fast, secure and 
safe broadband 
internet 
connection 
within school. 

  

It is my responsibility to use 
this broadband connection for 
professional purposes only. 

It is also my responsibility not 
to try to access broadband 
materials by bypassing the 
firewall and filters set up by the 
school and internet provider. 

The school has agreed the 
Acceptable Use Policy. 

This AUP states clearly how 
my professional work will be 
supported by our internet 
service provider. 

 
 

The school purchases a 2Mb 
broadband connection from 
E2bn. This is a dedicated 
educational provision with 
fire walling, filters and 
monitoring software 
appropriate to an 
educational setting. 

If the internet is not working 
properly I should inform the 
Office Manager who will assess 
whether it is a local problem to 
the school or a regional problem 
and make arrangements for 
appropriate technical support. 

I have the right 
to access the 
internet, for 
research and to 
develop my 
professional 
capabilities 
through online 
materials and 
accessing 
information on 
the school 

I have the responsibility to use 
the internet appropriately for 
my professional work. 

It is my responsibility not to 
attempt to gain access to 
unsuitable or illegal sites - 
these include those which 
involve child abuse, sexually 
explicit material, pornography, 
race hate and incitement to 
violence. 

The School through the 
Network Manager provides a 
safe and secure environment 
including filtering and fire 
walling. The firewall is 
updated continually by E2BN 
to block sites considered 
inappropriate for school use 
and allows sites which are 
suitable and is also 
responsible for ensuring that 
other inappropriate sites are 

The filtering is maintained by 
the E2BN team.  

Websites are monitored by 
E2BN 

Administration rights are 
controlled within the school 
by the IT Technician. 

 

If I suspect a site should be 
blocked, or allowed, in school I 
should inform the IT Technician 
who will take appropriate action 
to support me. 

E2BN are continually adding 
sites suitable to schools to the 
“white list” and unsuitable sites 
to the “black list”. The IT 
Technician can contact the 
‘E2BN  team should sites need 
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network It is my responsibility to use 
broadband in an appropriate 
way for my professional 
development and job purpose. 
Therefore the use of forums, 
chat rooms, shopping, auction 
sites and social networking 
sites will be to support my 
professional development and 
not for private use within 
school. I agree to comply with 
the MK Policy on Social 
Networking Sites and Personal 
Internet Presence 

blocked. These include 
pornography, gambling, race 
hate, drugs and weapons.  

 

changing for my work. 

I have the right 
to have a 
secure area 
where I can 
store my 
professional 
work.  

 

 

 

 

 

 

 

 

 

 

It is my responsibility to ensure 
that my work does not infringe 
copyright, is not unsuitable 
and cannot be accessed by 
others without my permission.  

I should regularly back up the 
data stored on my laptop by 
saving it to the T drive, when 
logging on at school.  

Staff & Governors should 
follow the MK Guidelines on 
the use of photos  when using 
photographs and images as 
part of my work 

DMS Networks at the 
direction of the Head 
Teacher has the duty to 
protect the school network. 

If there is a suspicion that 
materials stored may be of 
an unprofessional nature 
and unsuitable for a school 
environment the Computing 
Manager may be asked to 
produce evidence for the 
Leadership Team who can 
have access to all files on 
the network if necessary. 

The Leadership Team will 
have the support of the LA 
Adviser in investigating any 
serious breach of the AUP. 

If I suspect that someone is 
accessing my material or 
copying my work I should report 
this to a member of the 
Leadership Team who will 
organise an investigation to help 
me. 
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I have the right 
to a network 
which is safe, 
reliable and 
secure 

It is my responsibility regularly 
to switch on my laptop to 
ensure the schools anti-virus 
software updates are active.  

It is my responsibility not to 
open attachments on e-mail 
which seem suspicious. 

It is my responsibility to report 
any damage or problems to 
the Computing Manager. 

It is my responsibility to virus 
check any flash drives or 
DVD/CD materials before use 
on the school network. 

The school has purchased 
anti-virus software and 
regularly updates other 
software to enable my 
equipment to work efficiently. 

 If I suspect that there has been 
an infringement of the security 
of the network I should report 
this to the Leadership Team 
who will investigate with the 
appropriate body. 

I have the right 
to being 
safeguarded at 
school and 
understand the 
use of mobile 
phones/portable 
digital devices 
will be 
restricted 
accordingly. 

This includes the 
use of a staff 
member’s 
personal mobile 
phone to ring 
children/parents, 
unless 
unavoidable. 
Phone calls 
should always be 

It is my responsibility to not 
use personal mobile devices, 
(mobile phones, digital 
cameras, video cameras) at 
school, unless I remove the 
images before leaving the 
premises. 

I am responsible for ensuring 
there is no inappropriate or 
illegal content on the device. 

 

  If I suspect that there has been 
an infringement of the 
requirements, the Leadership 
Team should be informed. 
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made through 
the school’s 
telephone facility 
whenever 
possible. 

 

1The Policy will also be made known to visitors using the ICT facilities. 

 
Useful links 
 

 E2bn e safety http://www.e2bn.org/esafety 
 

 Think You Know Website - http://www.thinkuknow.co.uk/ 
 

 
  
 
 

http://www.e2bn.org/esafety
http://www.thinkuknow.co.uk/
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E-safety policy Appendix 2   Acceptable Use Agreement – Staff and Governors 

 
 
 
 
 

‘Building a lifelong love of learning in a safe and happy school’ 
 
 
 

Staff acceptable use agreement (E-Safety) 
 
 
 

 I have read and understood my rights and responsibilities in relation to using the internet, school network and portable digital devices for 
my professional work.  I agree with the intention of the Acceptable Use (E Safety) Policy and will make every effort to follow its 
requirements.   

 
 I have understood that my school is bound by this AUP formulated as directed by Becta and MK Council 

 
 I understand and agree with the objectives as explained in Becta ‘ Safeguarding children online’ documentation 

 
 I understand that my use of school equipment at home is for professional purposes and I will use the equipment following the agreed 

guidelines and always bearing in mind that our pupils’ safeguarding is of paramount importance. 
 
 
Signed       
 
 
Date 
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